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Determination of Software Vulnerabilities with Deep Neural
Networks: Literature Review

Gozde Mihran Altinsoy*, irfan Késesoy?,

1Beykoz Universitesi, Bilgisayar Teknolojileri Béliimii, Bilgisayar Programciligi, Istanbul,
TURKIYE
2Kocaeli Universitesi, Miihendislik Fakiiltesi, Yazilm Miihendisligi, Kocaeli, TURKIYE

Abstract

The use of software and information systems is increasing day by day. The development of
software systems has brought with it security vulnerabilities. Software vulnerability can be
defined as a weakness in the information system, system security procedures, internal
controls, or application that a threat source can exploit. Existing software vulnerabilities have
been determined by the experts on current systems. New ones are constantly added to the
identified vulnerabilities. The number of vulnerabilities recorded in the NIST National
Vulnerability Database was 14.500 in 2017, however, in 2021 this amount increased to
20.000. Determination of software vulnerabilities at the very beginning of the development
process saves both time and cost compared to the further steps. If security vulnerabilities
that occur during software development are transferred to further processes, the solution
gets complicated and costly. Thus, it is important to determine software vulnerabilities at the
coding stage. Studies in this area are divided into two: detecting known types of
vulnerabilities (static analysis) or discovering new vulnerabilities. In recent years, deep
learning algorithms have been successfully applied to image processing and natural language
processing problems, and have also been used to detect security vulnerabilities in codes. In
this study, recent studies in this field in the literature are reviewed.

Keywords: Deep Learning, Vulnerability Detection, Code Inspection, Static Code Analysis, Software
Security

* fletisim e-posta: gmihran@gmail.com
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Protection of Internet Information Services Logs with OWASP
Principles

Ahmet TOPRAK¥,
1Jstanbul Commerce University, Computer Engineering, Istanbul, TURKEY

Abstract

Considering the increasing data volume in digital environments, information security has
become an increasingly important element with each passing day. In an environment where
data is so dense, secure access is as important as fast access to data. The system must not
allow access by unauthorized users and constantly be on the alert against attacks. Especially
for institutions operating in the finance and banking sectors, the control and security of
unauthorized access are even more important due to the magnitude of financial losses. In this
study, structural emphasis has been made to protect and store client logs on Internet
Information Services, a Windows-based server, within the framework of OWASP principles.
The integration of OWASP principles has been mentioned at the point of hiding important
user logs (password, account, etc.) in Internet Information Services logs, controlling user
privileges, and processing user logs. In the study, both OWASP Top 10 principles and Internet
Information Services architecture are discussed in detail. This study will also be a reference
source for systems integrated with different technology to ensure web server security.

Keywords: Internet Information Server, Information Security, Log Analysis, OWASP, Privacy, Security,
Web Server Security
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An Approach to JSON Web Token-Based Client Authentication

Ahmet TOPRAK¥,
1Istanbul Commerce University, Computer Engineering, Istanbul, TURKEY

Abstract

Internet-based applications are widely used today. With the widespread use of the Internet,
the use of web services and mobile applications has increased at the same level. The intense
use of mobile resources necessitated the inclusion of some security-related issues on the
agenda. Security vulnerabilities, especially in applications such as e-commerce and banking,
cause huge financial losses. Therefore, in almost any organization where user-sensitive data
exists, the security and privacy of data play a vital role. In this study, the gains to be obtained
at the point of performing client verifications with JSON Web Token-based security methods
are structurally discussed. A client-based web application has been developed to evaluate the
proposed system. First of all, when the user makes the first request to the system, a JSON Web
Token paired with the user's session information is generated. Then, all requests sent by the
user from the frontend layer are validated with this JSON Web Token. If the JSON Web Token
sent by the user is valid, server-side requests are allowed and user requests are forwarded
to the IIS-based web server. In this way, web security vulnerabilities are prevented. In this
study, the JSON Web Token structure is implemented with the working logic and real-life
application of best practices. It is thought that this study will be very beneficial for web
application designs and client-based validation studies.

Keywords: [SON Web Token, Authentication, Session Cookie, Security, Privacy
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Multi Purpose Security Analysis of Software Projects Against Cyber
Threats and Development of Security Scoring Algorithms

Abdulkadir SEKER*, Halil ARSLAN2, Emre DELIBAS3, Hakan KEKUL

123Sivas Cumhuriyet University, Computer Engineering, Sivas, TURKEY
3Firat University, Computer Engineering, Elazig, TURKEY

Abstract

In recent years, it is known that as a result of cyber-attacks, people and even governments
confront serious problems, especially loss of reputation or financial losses. Various security
software is used to prevent these cyber-attacks. Apart from these, ensuring the security of
the software used will provide a critical defense mechanism as it will directly prevent security
vulnerabilities that will cause attacks.

Today, software projects have become complex systems consisting of many modules serving
different purposes. These systems are developed with the distributed software development
method, which has become more widespread especially after the pandemic we are living in.
Also, while developing projects, instead of developing code from scratch, open-source
software or code snippets hosted on various platforms such as GitHub, StackOverFlow, etc.
are used. While all these development strategies allow projects to grow faster, they also bring
with them a wide variety of security problems. At this stage, secure software development,
which is a precautionary mechanism against cyber-attacks, comes into play.

There are various security and quality tools in the literature that analyze different
subcomponents of software. These tools generally report security vulnerabilities and
problems in the project. In this paper, a novel framework will be proposed that will conduct
comprehensive security analyzes of all components of a software project, including the
source code, the third-party components it uses, and the binary files it contains. In addition,
software security scores will be produced for the project related to the original algorithms
we will develop from the data obtained as a result of the analysis. In this way, a
comprehensive report on a software project passed through the framework we propose and
a security score that will show how safe the project is for use will be produced. Developers
will be able to decide on the security of their own software or the software they want to
integrate into their projects according to the results of this framework. In this way, pecuniary
or nonpecuniary losses will be prevented by developing software that does not contain
security vulnerabilities that will lead up to cyber-attacks.

Keywords: Cybersecurity, Open source software, Security of software, Vulnerability analysis, Secure
coding.
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Tiirkiye Rekabet Kurumu’nun Yerinde incelemelerde Dijital
Verilerin incelenmesine iliskin Yéntem Onerileri

ismail Sinan TATLGIL* Erkan BOLAT?, Dr. Erdal GUVENOGLU3

1Volfram Bilgi Teknolojileri, Istanbul, TURKIYE
2SISAMER, Istanbul, TURKIYE
3Maltepe Universitesi, Bilgisayar Miihendisligi, Istanbul, TURKIYE

Ozet

Rekabet Kurumu’'nun son doénemlerde yapmis oldugu rekabet incelemelerinde, teknoloji
tabanli sistemler olan tesebbiiste (Sirkette) ve/veya disinda kullanilan bilisim, mobil ve bulut
sistemlerin kullanimina iliskin incelemeler gerceklestirmektedir. Buna iliskin kilavuz
yayinlanmasina karsin tartismalar siirmekte olup, tesebbiisler ile kurum Kkarsi karsiya
gelmektedir. Tartismalar kanunlar, 6zel hayatin gizliligi ve bilisim sistemlerinin
incelenmesine iliskin yontemler olarak ii¢ ana baslikta gerceklesmektedir. Ancak bu ili¢ ana
basligin temelinde yer alan ana tartisma tesebbiis ¢alisanlarinin kullanmis oldugu bilisim
cihazlarinin incelenip incelenemeyecegi lizerine yogunlasmaktadir. Burada da cihazlarin
sahipliginin tesebbiise mi yoksa kisinin kendisine mi ait oldugu iizerine yogunlasmaktadir.
Bu c¢alismada, giliniimiizde uygulanan adli bilisim yodntemleriyle birlikte, uluslararasi
standartlar ve kanunlarla birlikte Kisilere ait cihazlarin tespiti, hizli gézden gecirme, adli
inceleme ve makul stireler miitalaa edilerek yontem onerileri sunulmaktadir.

Anahtar Kelimeler: Mobil Inceleme, Adli Bilisim, Siber Giivenlik, Rekabet, Rekabet Kurumu, Yerinde
Inceleme

Turkish Competition Authority's Methodology Recommendations
Regarding the Investigation of Digital Data in On-Site Inspections

Abstract

In the competition examinations that the Competition Authority has made recently, it carries
out examinations on the use of technology-based systems, informatics, mobile and cloud
systems used in and/or outside the enterprise (Company). Despite the publication of a guide
on this issue, discussions are still ongoing, and the enterprises and the institution come face
to face. Discussions take place under three main headings as laws, privacy and methods of
examining information systems. However, the main discussion underlying these three main
topics focuses on whether the IT devices used by the employees of the enterprise can be
examined or not. Here, too, it focuses on whether the ownership of the devices belongs to the
enterprise or the person himself. In this study, along with the forensic methods applied today,
together with international standards and laws, method suggestions are presented by
considering the detection of personal devices, rapid review, forensic examination and
reasonable periods.

Keywords: Mobile Investigation, Digital Forensics, Cyber Security, Competition, Competition Authority,
On-Site Inspection
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1 Giris

Glinlimiiz dijital teknolojisinin gelismesi ile birlikte
son yillarda rekabet hukuku uygulamalari hizli bir
ivme kazanmistirr Bu ivmelenme COVID-19
pandemisi nedeniyle daha da artmistir. Klasik
ticaretin dijital ticarete kaymasi buna 6rnek olarak
verilebilir. Dolayisi ile sektorlerin cok ciddi bir
cogunlugunun dijitallesmesi, geleneksel sektor
sisteminde uygulanan sinirlarin yeniden ¢izilmesini
gerekli kilmistir. Bu dogrultuda Avrupa’da oldugu
gibi lilkemizde de rekabet otoriteleri yeni sorunlara
cevap verebilmek adina dijital sektorde rekabet
hukuku tizerine cesitli calismalar yiriitmektedir
[1]. Ulkemizde bu calismalar Rekabet Kurumu
tarafindan yiiriitiilmektedir.

Dijital veriler, kurum tarafindan herhangi bir
sikdyet veya rekabet ihlalinin diisiinildigi
durumlarda incelenmektedir. Rekabet kurumu,
dijital verilerin yerinde incelenmesi durumunda
dikkat edilecek hususlara iliskin bir kilavuz
yaymlamistir. 16.06.2020 tarih ve 7246 sayil
Kanun ile 4054 sayili Rekabetin Korunmasi
Hakkinda Kanunun (Kanun) “Yerinde Inceleme”
baslikli 15. maddesinin birinci fikrasinin (a)
bendinde oOnemli degisiklikler yapilmistir. Bu
degisiklikler cercevesinde, tesebbiislerin elektronik
ortam ile bilisim sistemlerinde tutulan her tirli
verilerinin ve Dbelgelerinin yerinde inceleme
mahallinde incelenmesine ve/veya bunlarin
kopyalarinin alinarak Rekabet Kurumu merkezine
getirilerek incelenmesine ve muhafazasina iliskin
genel esaslarin belirlenmesinde yarar gorilmustiir
[2]. Bu kilavuzda, kanunun 15. Maddesi uyarinca
dijital  verilerin  incelenmesi  siireclerinde
uygulanacak usullere yer verilmistir.

Kilavuzun TUgclinci maddesinde “Gorevli Meslek
Personeli (Rekabet Basuzmani, Rekabet Uzmani ve
Rekabet Uzman Yardimcisi), tesebbiise
(tesebbiislerin yani sira tesebbiis birliklerini de
icermektedir) ait sunucu, masaiisti/diziisti
bilgisayar, tasinabilir cihaz gibi bilisim sistemleri ile
CD, DVD, USB, harici hard disk, yedekleme kayitlari,
bulut servisleri gibi depolama araglarinda inceleme
yapmaya yetkilidir.” denilmekte olup tesebbiise ait
sistemlerin incelenmesine yetkili oldugu acikeca
ifade edilmektedir. Kilavuzun dordiincii
maddesinde ise “Tasinabilir iletisim cihazlarinin
(cep telefonu, tablet vb.) tesebbiise ait dijital veri
icerip icermediginin tespiti amaciyla yapilacak hizli
gozden gecirme sonucunda bu cihazlarin
incelemeye tabi tutulup tutulmayacagina karar

verilir. Tlimiiyle sahsi kullanima 6zgili oldugu tespit
edilen tasinabilir iletisim cihazlari inceleme konusu
yapilmaz.” denilmektedir.

llgili kilavuzda kisisel cihazlarin tespitiyle ilgili
olarak hizli gbzden gecirmenin nasil yapilacagina
dair tartismaya acik noktalar bulunmaktadir. Bu
calismada, tartismaya acik noktalar, illiyet bagi,

olcululuk ve adli bilisim yontemleri
degerlendirilerek  ortadan kaldiran Oneriler
bulunmaktadir.

2 Materyal ve Yontem

2.1 Kigisel Cihazin Tegsebbiis ile Illiyet Bagi

Kilavuzda kisiye ait cihazin incelemeye tabi tutulup
tutulamayacagina  “hizhi  gozden  gecirme”
sonucunda karar verilecegi belirtilmis olsa da “hizl
gozden gecirme” yontem ve usulleri
tanimlanmamaktadir. Bu nedenle T.C.
Anayasasinda Ozel Hayatin Gizliligi [3], Ceza
Muhakemesi Kanunu Makul Siiphe [4], Kisisel
Verilerin Korunmasi [5] ve delillerin elde edilmesi
[4] konular: glindeme gelmektedir.

Diinya genelinde tesebbiisler BYOD (Bring Your
Own Device - Kendi Cihazini1 Getir), BYOE (Bring
Your Own Environment/Everything - Kendi
Ortamini/Herseyi Getir) kurallarini
uygulamaktadir. Tesebbiislerin bu kurallar1 olsa
dahi yapilacak incelemede kisisel cihazin tesebbiis
ile illiyet bag kurulmasi, sadece tesebbiis
kaynaklarina erisimi ile iddia edilmesi miimkiin
olmayacaktir.

illiyet bag1 tesebbiisiin kullandigi yazihmlar ile
kurulabilir. Bu tarz yazilimlarin basinda e-posta
gelecektir. Tesebbiise ait bir e-posta adresi
kullanilmas1 inceleme konusu yapilabilecektir.
Bunun disinda c¢evrimigi toplanti, mesajlasma gibi
uygulamalar olan Microsoft 365, Microsoft Teams,
Skype Business, Google Meet, Cisco Jabber ve
benzeri uygulamalar makul illiyet bagi olabilecektir.

illiyet bag1 sadece tesebbiis yazihmlari ile
kurulmasi kamu yararinin gozetilmesi cercevesinde
yeterli olmayacaktir. Ciinkii glinlimiizde Whatsapp,
Telegram, Wiber, WeChat, Line, Google Hangouts ve
BIP gibi bir¢ok ¢evrimici mesajlagsma uygulamasi ve
ayni zamanda dokiiman paylasimi gibi kabiliyetleri
bulunan uygulamalar da bulunmaktadir.

Tesebbiisiin kablosuz agina baglanmasi illiyet bagi
olusturmayabilir ancak kablosuz aga baglanarak
sirket sistemlerine eriserek islemler
gerceklestirmesi drnegin portal sayfasi ve benzeri
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intranet sitelerine erismesi illiyet bagin1 ortaya
cikarabilecektir.

2.2 Illiyet Baginda Olgiiliiliik

Kisisel cihaz ile tesebbiis arasinda kurulacak illiyet
baginin 6l¢iili olmasi gerekecektir. [6] Bu nedenle
tesebblis dis1 ¢evrimici bir uygulamanin bulunmasi
da illiyet bag icin yeterli olmayacaktir. Kilavuzun
besinci [2] maddesinde “Inceleme siiresince,
inceleme kapsamindaki verilere ve verilerin
tutuldugu ortama miidahale edilmesini engellemek
tesebbiisiin sorumlulugundadir.” denilmektedir. Bu
nedenle bilimsel ve mesleki siiphe odlciliiliik
cercevesinde ele alinmalidir.

2.3 Inceleme ve Adli Bilisim Yéntemleri

Kilavuzun altinci maddesinde “Inceleme esnasinda
gorevli Meslek Personelince gerekli goriilmesi
durumunda; incelenecek dijital veriler, adli bilisim
yontemleri ile kismen veya biitiin olarak ayr1 veri
depolayicilarina  kopyalanir.” denilmektedir.
Alinacak olan verilerin adli kopya olmasi bir hash
degerinin olacagini gostermektedir. Adli bilisimde
hash degeri matematiksel bir yontem ile verinin
biitiinligli ve inkar edilememezligi anlamina
gelmektedir [7].

Bu nedenle kilavuzun sekizinci maddesinde
“Inceleme sonunda gerekli goriilen dijital veriler iki
ayr1 veri depolayicisina kopyalanir. Elde edilen
kopyalardan biri tesebbiise teslim edilir.” denilerek
tutanak altina alinmasi1 CMK 134 maddesi ile de
uyumludur.  Ayrica inceleme stlirecine iliskin
izlenecek adimlar kilavuzda belirtilmistir. Belirtilen
adimlar Sekil 1’ de gosterilmigtir.

 Tesebbiise ait inceleme kapsamindaki veriler fiziksel ya da mantiksal yolla
elde edilir.

* Elde Edilen dijital veriler, adli bilisim is istasyonuna aktarilarak
indekslenir.

« indekslenen veriler, Meslek personelince incelenir.

* Delil niteliginde gorulen veriler aynistirilir ve bir
kopyasi Kurum merkezine getirilir.

« inceleme siiresince kullanilan veri
depolayicilarindaki veriler silinir.

Sekil 1. Incelemede izlenecek adimlar [2]

Kilavuzun onuncu maddesinde “incelemenin
tesebblise ait yerleskede tamamlanmasi esastir.

Ancak gerekli goriilmesi durumunda incelemeye
Kurum biinyesindeki adli bilisim laboratuvarinda
devam edilmesine karar verilebilir.  Cep
telefonlarindan elde edilen dijital verilerin
incelenmesi her hallikarda tesebbiis yerleskesinde
tamamlanir.” denilmektedir. Cep telefonlarinin
incelenmesinin her haliikarda tesebbiis
yerleskesinde tamamlanmasi Kkisisel cihazlarin
incelenmesindeki olciiliiliik ve makul siire olarak
degerlendirilebilecektir.

Kilavuzun on birinci maddesinde “dijital veriler
icerisinde ticari sir niteliginde veri bulundugu
hususunun ilgili tesebbiis tarafindan ileri siirtilmesi
durumunda 2010/3 sayili “Dosyaya Giris Hakkinin
Diizenlenmesine ve Ticari Sirlarin Korunmasina
lliskin Teblig” kapsaminda islem yapilir. Ticari
sirrin korunmasini garanti altina almaktadir. Yine
kilavuzun on ikinci maddesinde Avukat-Miivekkil
gizliligine iliskin olarak “Yerinde inceleme sirasinda
kopyalanan veriler, avukat-miivekkil gizliligi ilkesi
kapsaminda korumadan yararlanir.” denilerek
garanti altina alinmaktadir.

3 Yontem Onerileri

Yerinde incelemelerde dijital verilerin
incelenmesine iliskin kilavuzda her ne kadar bir
takim bilgiler ve izlenecek adimlar verilmis olsa da
tartismaya acik hususlar bulunmaktadir. Bu
Oneriler ile tartismaya acik hususlarin ortadan
kaldirilabilecegi diistiniilmektedir. Onerilen
yontemler asagida siralanmistir.

Rekabet ihlaline yonelik bilinen anahtar kelimeler
tesebbiis sistemleri lizerinde arastirilarak iltisakl
olabilecek calisanlar tespit edilebilir. Anahtar
kelimeler rekabete iliskin daha o©nce edinilmis
tecriibeleri icermektedir. Bu tecriibelerden yola
cikarak  Ornegin  “WP  den  konusuruz”,
“telegram’dan yaz” gibi ifadeler tespit edilebilir. Bu
durumda, c¢alisanlarin mobil cihazlarina iliskin
incelemenin yapilmasi i¢in meslek personeline
mobil cihazin tesebbiisle iltisakli olabilecegi kanaati
olusturabilecektir.

Rekabet ihlaline yonelik bilinen anahtar kelime
sonuglarina gore yeni anahtar kelimeler tiretilerek
ikinci kez arastirma yapilabilir. Bilinen anahtar
kelimeleri marifetiyle tespit edilen yazismalardan
elde edilebilecek olan tesebbiise 6zel yeni anahtar
kelimeler kullanilarak derinlemesine inceleme ve
rekabete aykir1 durumlar tespit edilebilir. Ornegin
“zili ¢al, can calinir” gibi ifadeler tespit edilirse
tekrardan anahtar kelime incelemesi yapilmasi
gerekebilir.
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Ikinci arastirma sonucunda elde edilen bulgularla
iltisakli olabilecek calisanlar tespit edilebilir.
Tesebbiise 0zel yeni anahtar Kkelimeler rekabete
aykir1 bir durum oldugu degerlendirildiginde buna
istinaden ilgili yazismalar1 yapan calisanlar iltisakl
oldugu degerlendirilerek kanaat edildigi takdirde
calisan mobil cihazlar1 da incelenmesi 6lciililiik ve
iltisak bag1 olusturuldugu belirtilebilir.

Tesebbiiste yapilacak incelemelerde ve c¢alisan
cihazlarinda yapilacak incelemeler hukuk kurallari
cercevesinde gerceklestirilmesi gerekir. Yargi
yollarinin  agik  oldugu degerlendirildiginde
kullanilacak adli bilisim donanim ve yazilimlari ile
birlikte kullanilan e-kesif (E-discovery) gibi
yontemlerin raporda agik¢a yazilmasi yargilya
elverisli olmasini saglayabilecektir [8].

Calisanlara ait cihazlarin adli imajlar1 alindigl
takdirde tesebbiis yetkilisi ve calisanin imzasi
alinarak tutanaga baglanabilir. imtina edilmesi
halinde, bu durum tutanaga yazilarak ve tutanak, en
az iki Meslek Personeli tarafindan imzalanabilir.
Tesebbiis ya da ilgili calisanin hukuk cercevesi
icerisindeki itirazlarinin usiil olarak reddedilmesini
saglayacaktir. Bu durum hem tesebbiisii hem de
kurumu koruyacaktir.

Adli bilisim yontemleri ile silinen veriler elde
edebileceginden c¢alisan cihazlarina miidahale
bilimsel ve mesleki siiphe 6lciiliiliik cercevesinde
ele alinarak makul stirelerde degerlendirilebilir.
Eger calisan anahtar kelime galismalar1 esnasinda
her hangi bir nedenle cihazindan bir veri silerse,
delil olarak degerlendirilecek bu veriler tespit
edilebilir. Bu nedenle tesebbiiste gorevli Meslek
Personeli bu farkindalikla calismalarini
sogukkanllikla devam edebilecektir. Tabii ki
cihazin tamamen sifirlanmasi durumunda inceleme
gerceklestiremeyecektir.  Ancak bu  durum
incelemeye yardimcl olmamak olarak
degerlendirilerek idari para cezasina sebep
olacaktir.

Tesebbiisler, calisanlarina Rekabet Kurumu ile ilgili
olarak kanuni sorumluluklarini anlatan farkindalik
egitimleri vererek, tesebbiislerin calisanlarindan
kaynakli psikolojik/kisisel yaklasimlardan dolay1
zarar gormesinin 6ntine gecebilir.

Tesebbiis anahtar personellerine Rekabet Kurumu
gibi adli ve idari durumlarda kilavuzun besinci
maddesinde ifade edildigi gibi ilgili gorevlinin “talep
ettigi hususlarda tam ve aktif destek vermek
zorunda” oldugu hatirlatilmasi faydali olacaktir.

Tesebbiis  ¢alisanlarinin  kisisel  cihazlarinin
giivenligini saglamak icin kullanmis olduklari
desen, rakam, harf yada karisik olarak belirledikleri
parolalarini inceleme ic¢in cihaza girmeleri yada
vermeleri gerektiginin bildirilmesi ile olumsuz
sonuclarin 6niine gecilebilir.

Tesebbiislerin faaliyetleri ve faaliyet gosterdikleri
iilkeler cergevesinde calisanlariyla yapmis olduklari
is soOzlesmelerinin icerisine Rekabet Kurumu
6zelinde olmamakla beraber adli ve idari konularda
Kisisel Verilerin Korunmasi Kanunu gibi ulusal ve
GDPR (EU General Data Protection Regulation,
Avrupa Birligi Genel Veri Koruma Tiiziigii) /CCPA
(California Consumer Privacy Act, Kaliforniya
Tiiketici Gizlilik Yasas1) gibi uluslararasi kanunlar
cercevesinde adli imajlarinin  alinabilecegi,
incelenebilecegi gibi maddeler eklemeleri faydal
olabilecektir.

4 Sonuglar

Bu ¢alismada 6nerilen yontemler ile birlikte hem
tesebbiislerin hem de ¢alisanlarinin
farkindaliklarinin arttirilmasina iliskin Oneriler
sunularak hukuk karsisinda kendilerini
savunmalarina iliskin 6nlemler alinabilecektir.
Tesebbiislerle ilgili olarak yapilan oOneriler,
tesebbiis ve calisanlarinin haklarinin yani sira
tesebbiise istemeden verecekleri zararlarin 6niine
gecmesini saglayacaktir. Tesebbiis yoneticileri ya
da calisanlarin istemeden yapacagl olumsuz bir
durum ciddi idari para cezalarina sebep
olabilecektir. Kurum wuzmanlart hizli gézden
gecirme yaparlarken illiyet baginin kurulmasin,
bunu gergeklestirirlerken de o6lciiliilik ilkesi

dogrultusunda baghh bulunduklar1 kurumlar
yliksek mahkeme de koruyabilmelerini
saglayacaktir.  Adli  bilisim  yontemlerinin

kullanilmasina iliskin olarak yo6netmelikte de
bulunan mobil cihazlarin yerinde incelenmesinin
tamamlanmasinda uluslararasi mobil inceleme
yazilim ve donanimlarinin kullanilmasi ve hash
degerleriyle bunlarin kayit altina alinmasinda inkar
edilememezliligi saglayacaktir. Hukuk sistemi
icerisinde kararlara itiraz ve iist mahkemeye gitme
imkanlar1  bulunmaktadir. Denetime elverisli
olmayan strecler gerceklestigi takdirde ilgili
kararlar st mahkeme tarafindan
bozulabilmektedir. Kararin bozulmasi ise emsal
teskil edeceginden ve sonraki mahkemelerde bu
kararlar kullanilabileceginden kurumun
calismalarinda zorluklar ¢ikarabilecektir.
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Abstract

Quantum computing poses a threat to our classical cryptographic algorithms especially, key
exchange and digital signature algorithms. The rise of this threat has also brought about the
rise of solutions and the birth of a new standard called Post-Quantum Cryptography. These
algorithms will be resistant against quantum attacks and will be the new standard going
forward following the results from the National Institute of Standards and Technology. The
goal of this paper is to investigate the progress of post-quantum cryptographic algorithms
and how they perform in a pseudo-production environment through the development of a
desktop application dealing with highly sensitive data. Specifically, an analysis on the
performance of the key exchange and digital signature verification algorithms was
conducted, and insights into the viability of these algorithms were given. The findings in this
paper would aid the easy adoption of post-quantum algorithms into production
environments once they become the new standard.

Keywords: Post-quantum Cryptography, Key Exchange Algorithm, Key Encapsulation Mechanism,
Digital Signature, Post-quantum Digital Signature

Kuantum Sonrasi Dénem i¢in Bir Parola Yéneticisi

Ozet

Kuantum hesaplama, anahtar degisim ve dijital imza algoritmalar basta olmak tzere
geleneksel kriptografik algoritmalarin gilivenligi icin tehdit olusturmaktadir. Shor
algoritmasinin yeterince oOlgeklenmis ve verimli kuantum islemcilerde gerceklenmesi
sonucu bu algoritmalarin dayandig1 zor matematiksel problemler kolayca ¢oziilebilecektir.
Bu tehdidin ortaya ¢ikmasi kuantum-dayanikli kriptografinin ilgi odagi haline gelmesine
sebep olmustur. Bu algoritmalar ABD Ulusal Standartlar ve Teknoloji Enstitlisii'niin ¢agrisi
ile standartlasma siirecine girmis bulunmaktadir. Bu ¢alisma kuantum-sonrasi kriptografi
algoritmalarinin ilerleyisini ve gercek olmayan bir iiretim ortaminda yiiksek hassasiyetteki
verilerle c¢alisan bir masaiistii uygulamasi aracilifiyla basariminin incelenmesini
amaclamaktadir. Ozellikle, anahtar degisim ve dijital imza dogrulama algoritmalarinin
basarim analizi gerceklestirilmis ve bu algoritmalarin uygulanabilirligine dair bulgularimiz
sunulmustur. Bu calismadaki bulgular, kuantum-sonrasi kriptografi algoritmalari
standartlastirildiktan sonra tiretim ortamlarinda benimsenmesine yardimci olacaktir.

Anahtar Kelimeler: Kuantum-sonrasi Kriptografi, Anahtar Degisim Algoritmalari, Anahtar
Kapsiilleme Mekanizmasi, Dijital Imza, Kuantum-sonrasi Dijital Imza

1 Introduction

With the innovation of more secure methods of
transmitting sensitive data, comes more ways of
cracking these secure ways. Reminiscing back to
World War 2 when the Enigma machine was used
for secure communication, computers were

subsequently developed which were able to crack
this machine.

Today however, we have a similar situation with
quantum computers and Shor’s algorithm [1].
Modern day cryptographic algorithms are the basis
of secure communications and transactions on the

* Corresponding author: samet.tonyali@gumushane.edu.tr
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Internet. These algorithms rely on two main
problems; the integer factorization problem and
the discrete logarithmic problem. As a result of
these problems being very difficult to be solved,
secure communication can exist, and they can be
very difficult to break. However, Peter Shor, a
mathematician detailed how these problems can
be solved in 1994. This is known as Shor’s
algorithm. His algorithm was not designed to work
on classical computers and instead needed
quantum computers [1].

This paper would look to investigate the
performance of these algorithms in a pseudo-
production environment and delve into the time it
takes to encapsulate and decapsulate the shared
secrets, create a digital signature and comment on
the ease of development.

2 Technical approaches

In this section, we present the technical
approaches we used in this work.

2.1 Project information

In order to understand the performance of these
post-quantum cryptographic (PQC) algorithms in
the context of a production environment, a
password manager was developed. This
application was developed as a desktop application
with the following features.

2.1.1 Client-Side encryption and decryption

Encryption and Decryption responsibility falls to
the client which allows the server to be ignorant of
these processes. As such, if the server is ever
compromised, the encryption key is incapable of
being generated.

2.1.2 On-the-Fly key generation

Encryption and Decryption keys are generated on
the client and not stored locally. Whenever the key
is needed, the key is generated once again and used
to either encrypt or decrypt the payload. This
prevents attacks that can snoop through memory
segments.

2.1.3 Multiple users on a single client

This application supports multiple users on a
single client through JSON Web Tokens. It uses
JSON Web Tokens to perform authentication and
authorization mechanisms.

2.1.4 Post-quantum cryptography

The application would also use post-quantum
cryptography to ensure secure communication. It
will use key encapsulation and digital signature
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algorithms. This is one of the first applications to
implement these algorithms in a production or
pseudo-production environment.

2.2 Technological stack

The technological stack chosen to develop this
application was carefully thought out. It involves
technology which provided ease of development
without reinventing the wheel, provided a
performant application and software which
interacts well on all layers. The technology chosen
for this project were as follows.

2.2.1 JavaScript & TypeScript

This is the language chosen for development on the
frontend and the backend. This ensures that the
same language can be written on both sides and as
a superset of JavaScript, TypeScript provides type-
safety which ensures that errors are caught in
compile-time rather than during run-time.

2.2.2 Electron

Electron is a framework which allows desktop
applications to be built using JavaScript, HTML and
CSS. It works by embedding chromium into a
desktop  application. This ensures that
development can be fast at the expense of a larger
bundle size during packaging. Electron was used to
build desktop applications for Discord, Twitch and
Facebook Messenger. It offers a great developer
experience.

2.2.3 React.JS

The frontend of the application was written in
React to ensure reactive user-interfaces. React is
the leading frontend library and was developed by
Meta.

2.2.4 NodeJS

The Node]S JavaScript runtime powers the
backend of the application. It allows for JavaScript
to be written on the server and ensure the smooth
interoperability of the frontend and backend by
using the same language.

2.2.5 Express]S

Express is a minimalistic framework for creating
REST APIs. It provides an intuitive way to build
fully equipped API endpoints and as such, the
server and the proxy was written using this
framework.

2.2.6 MongoDB

MongoDB was the database of choice. The decision
was made due to the fact that it was a document
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database, easily configurable and features free
AWS hosting.

2.2.7 TailwindCSS

The application was styled using TailwindCSS. A
utility first CSS framework which provided a great
developer experience while ensuring beautiful
user-interfaces can be built.

2.2.8 ChakraUI

ChakraUl powered the modals of the application. It
provided a clean interface for creating modals and
ensuring they looked the best while being
performant.

2.2.9 Linux development environment

Linux was the development environment of choice
as it allowed the use of Libogs library [2] which
enabled the access to the post-quantum algorithms
at a higher level through wrappers.

2.3 Key exchange and digital signature
verification mechanism

An important aspect of the application is secure
communication which is provided through PQC
algorithms. Before passwords are retrieved and
transmitted to the client, a secure key must be
exchanged between the client and server and used
for this communication. This is enabled in the
application  through  Kyber-512 [3] key
encapsulation and Dilithium-2 [4] digital signature
algorithms.

On login from user, the client [5] sends a request to
the proxy server [7] which then engages in the key
exchange with the server [6] and replies to the
client with the shared secret which is used for
subsequent communications. In more detail,
during the key exchange, the proxy server
generates a public key using the key exchange
algorithm and signs it using the digital signature
algorithm then sends it to the server, the server
receives it and then verifies the signature and if
valid, encapsulates its secret using the received
public key and subsequently generates a shared
secret and cipher text. The cipher text is returned
to the proxy and is used to decapsulate its secret
and generate the same shared secret as the server.
This shared secret is then sent back to the client
and stored in a database on the server side. The
entire data flow is illustrated in Fig.1.

2.4 Comparison of technical approaches

PQC algorithms not only provide quantum-safety,
the NIST standards also provide additional security
over classical cryptographic algorithms. A
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comparison between minimum key length and
complexity of a successful brute-force attack shows
that for key lengths ranging from 80 up until 256
bits, the NIST standards are much more resistant to
brute force attacks than the integer factorization
problem and discrete logarithm problem
algorithms [8].

As shown in Table 1, with increasing key lengths,
strength against brute force attacks grow.

Table 1. Comparison of various algorithms: Key
lengths and resistance against brute-force attacks

[2].

128

Brute

Force 80 112

192 256

DLP 256 384

IFP 851 1853 2538 6707 13547

NIST 1024 2048 3072 7680 15360

C-SSI 320 448 512 768 1024

Q-SSI 480 672 768 1152 1536

C-CODE 1438 2013 2301 3451 4602

Q-CODE 2876 4026 4602 6902 9203

C-RLWE 673 921 1058 1541 2045

Q-RLWE 746 1016 1152 1688 2234

2.5 Solution novelties

The proposed solution consists of some novelties
to distinguish itself from others out there. Some of
these novelties include the fact that this application
is one of the first to use post-quantum algorithms
in a pseudo-production environment. As these
algorithms are still theoretical, applications have
not begun to adapt these algorithms.

Another novelty is how the encryption and
decryption mechanism are performed. The server
is completely kept out of the loop and these
mechanisms are only possible on the client side
due to the server being unable to generate the key.
This approach ensures that should the server or
database be compromised, the passwords are still
secure.

3 Results

In this section, we present our findings as a result
of our experiments.

3.1 Key exchange data and results

Following the development of the application and
subsequent implementation of the PQC key
exchange and digital signature verification
algorithms, readings were taken to understand the
performance of the process as well as other
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important statistics. The algorithms used are
Kyber-512 and Dilithium-2. The results were taken
on a computer with an Intel i5-7300hq processor
running Ubuntu 20.04 on a virtual machine. The
results are given in Table 2.

According to the results, key encapsulation and
decapsulation are in acceptable limits. The digital
signature generation and verification while taking
more time are also acceptable. However, compared
to the encapsulated key

Table 2. Performance results of PQC algorithms.

Metric Recording
Key Encapsulation Time 92 ms
Key Decapsulation Time 0.19 ms
Encapsulated Key Size 32 bytes
Digital Signature Generation Time 22 ms
Digital Signature Verification Time 190 ms
Digital Signature Size 2420 bytes

Generates public key
and Sign it

Kyber512 and dilithium2

Sends signed public key —

collect and are responsible for data provided by the
user, much of which are very sensitive. This
approach provides a guide to these applications
and how they can ensure secure communication to
avoid security threats and vulnerabilities.

These advantages include;

e Quantum safety: This means that using
PQC key exchange algorithms protects
against attacks from quantum computers.
Although these algorithms are still
theoretical and a standard has not been
decided upon by the relevant authorities,
once they are, it will be unwise to not
implement them in all applications.

e User authentication: The implementation
of user authentication ensures that
multiple users can coexist on a single client
and perform separate key exchanges. User
authentication is powered by JSON Web

Tokens and

transmission is

performed
with a wvalid
post-quantum
key and a valid
access token.

Verifies signature, encapsulates Secret using
public key and Generates Shared Secret and
cipher text

Proxy Server

Decapsulates Secret and
Generates same shared
secret with server

Client

® JWT - Json web token

Figure 1. Key exchange flow.

size, the digital signature is much larger, and that
might be something to pay attention to. According
to these results, these algorithms are completely
viable in a production environment and once the
standards have been defined, there would be no
cause for alarm in terms of performance of
applications.

3.2 Advantage of the approach

Developing an application which needs to transfer
sensitive data from server to client and vice versa
is unavoidable as many applications

Sends cipher text
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o Ignorant
server: End-
to-End secure

applications
are becoming
more popular.
This approach
was also
thought about

Database in the design
phase. The
server  being

unaware of the

payload means
the passwords are secure in case the server
or database is compromised.

3.3 Disadvantages of the approach

As with all things, there are some downsides to this
approach as well. Being a desktop application, it is
susceptible to attacks that can snoop through
memory.

3.4 Challenges

Development of an application of this scale is not
without its challenges. The main challenge
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encountered during this work was the complexity
of key flows. As a complex application, a multitude
of keys were being exchanged, generated and
stored. The complexity steadily grew as more keys
were introduced. This complexity was mitigated by
detailing the flow and developing a state diagram
to visualize the flow before the implementation of
any code.

4 Conclusion

This paper investigated the quantum computing
threat and looked into how possible post-quantum

standards can perform in a production
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environment. It was discovered that these
algorithms are performant and viable and should
not be an issue when implemented in a production
application. Although the quantum computing
threat is not a wide spread issue at the moment,
now is the time to start preparing for the period it
does become one. The National Institute of
Standards and Technology are in the process of
developing new cryptographic standards for a
quantum-safe future. This process is now in the
third round and hopefully once the standards are
finalized, the gradual migration to these algorithms
can take place.
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Ozet

Teknolojik gelismeler sayesinde giinliik hayati kolaylastiracak bir¢ok uygulama geleneksel
uygulamalarin yerini almistir . Yiiz tanima sistemleri bu yenilik¢i uygulamalar arasindadir ve
bircok alanda giivenligi artirmak icin kullanilmaktadir .Bazi bankacilik sistemleri
miisterilerinin kimlik dogrulamasi islemis icin yiiz tanima sistemlerini kullanmaktadir .
Teknolojinin ve uygulamalarinin yaygin kullanimina karsin hala, geleneksel yontemlerin
kullanildig1 sistemlerin varligi giiniimiizde s6z konudur . Bunlardan bir tanesi toplu tasima
sistemleridir . Toplu tagsima sistemlerinde kullanilan yontemler trafikte kaza, vakit kaybi veya
hirsizlik gibi problemlere yol agmaktadir .Bu ¢alisma toplu tasima diizeyinde giivenligi
artirmak icin yiiz tanima tabanli bir 6deme sistemi 6nermektedir .Onerilen calisma
giivenilirlik, giivenlik ve uygulanabilirlik kriterleri ile degerlendirilmektedir.

Anahtar Kelimeler: Yiiz tanima, Giivenlik, Temassiz, Akilli trafik, Odeme sistemi, Yenilik
CAFTSY: Face Recognition Based Transportation System

Abstract

Thanks to technological developments , many applications that will facilitate daily life have
replaced traditional applications .Facial recognition systems are among these innovative
applications and are used to increase security in many areas . Some banking systems use facial
recognition systems to authenticate their customers .Despite the widespread use of
technology and its applications, there are still systems in which traditional methods are used
today.One of them is public transport systems . The methods used in public transportation
systems cause problems such as traffic accidents, loss of time or theft. This study proposes a
face recognition based payment system to increase security at the level of public transport.
The proposed study is evaluated with the criteria of reliability, safety and applicability.

Keywords: Face detection, Security, Contactless, Intelligent traffic, Payment system, Innovation
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1 Giris
Sanayi Devrimi merkezli diinyaya uyum saglamak
icin cesitli alanlarda yeni teknolojiler

uygulanmaktadir. Yeni teknoloji uygulamalarinin
amacit hayati kolaylastirmak ve olusabilecek
sorunlart en aza indirmektir. Gliniimiizde yasamin
farkli alanlarinda teknolojik gelismelerin
uygulamalarina rastlamak miimkiin olsa da halen
geleneksel  uygulamalar1  kullanan  sistemler
mevcuttur. Ornegin, otomatik 6deme sistemlerinin
varlig1 s6z konusu olmasina ragmen yerel otobiisler
ve/veya ortak taksiler sorunlara neden olan nakit
0deme sistemini kullanmaya devam etmektedir [1] .
Finlandiya, diinyanin ilk yiiz tanima 6deme sistemi
olan "Uniqul" ile 06demenin sadece kamera
lizerinden yiiziin taninmasi ile yapilabilmesinin
miimkiin oldugunu kanitlamistir.

Geleneksel 6deme sistemlerinin baslica sorunlari
soyledir;

e Mevcut toplu tasima araclarinda halen salgin
hastaliklarin yayilmasina neden olabilecek
nakit 6deme yapilmasi.

e Siirliclinlin paray1 alirken ve verirken yola
olan dikkatini kaybederek trafik kazalarina
neden olabilmesi.

e Para bozdurma veya kart 6demeleri, misteri
ve siirliciiler icin zaman kaybina neden
olabilecek bekleme kuyruklarina neden
olmasi

e Toplu tasima ddemelerinde her sehir farkl
kart uygulamalar1 kullaniyor; farkhh Kkart
gereksinimleri.

e Toplu tasima Kkartlarinda yolcularin rol
degisiklikleri (6grenci, asker, cocuk, yasli,
normal vatandas).

Bu c¢alisma listelenen problemlere ¢éziim iiretmek
icin ylz tanima sistemi tabanli bir uygulama
gelistirerek gliniimiiz dinyasinda uygulanan akilli
trafik  sistemlerine bir  katki saglamay1
amaglamaktadir.

Calismanin diger bdliimlerinin genel yapisi su
sekildedir, Ikinci béliim, yiiz tanima sistemleri ve
kullanim alanlar tartistilmistir. Uglincii boliimde, bu
calismanin tamamlanmasi icin izlenen metot
tartisilmisti. Bolim 4’te bu ¢alisma sonucundan
beklenen sonugclar sunulmustur.

16

2 Literatiir Taramasi

Yiz tanima teknolojisi, goriinti veya video
iceriklerinde var olan bir yliz alaninin otomatik
olarak algilanarak bu yiiziin analizi ile bu ytiziin hangi
insana ait oldugunu belirler [2]. Yiiz tanima islemi, bir
kisinin yiizii kamera ile tarama islemi yapildiktan
sonra goz, kulak ve agiz yapis1 gibi ytliz 6zellikleri
cikarilarak gerceklestirilir [3]. Yiiz tanima sistemleri
bugiin bircok alanda kullanildigi  gibi 6deme
sistemlerinde de kullanilmaktadir . Bu sistemlerden
bir tanesi iilkemizde bir¢ok bankanin mobil
bankacilik uygulamalarinda kimlik dogrulama islemi
icin kullanilan yéntemdir .Insan yiiziiniin sifre
yerine kullanilmasi  sistemi olarakta bilinen
sistemdir [4]. Diger 6deme sistemi platform-tabanl
6deme sistemi , Uniqul uygulamasi bu sistemi
kullanmaktadir. Bu sistemde ddeme islemi yapilmak
istendiginde kisinin sadece kameraya bakmasi
yeterli olur.

Platform tabanli 6deme sistemi ve mobil 6deme
sistemleri sayesinde insanlarin ciizdan, nakit para,
banka veya kredi karti1 tasimlarina gerek kalmadan
O6demelerini biometrik verilerini kullanarak kolayca
yapabilmektedir . Sistem  kalitesine  yonelik
calismalarda yliz tanima tabanli 6deme sistemlerinin
kolaylik , giivenilirlik , giivenlik ve tepki hizi
faktorlerinden  dolayr 6deme sistem Kkalitesini
artirdig1 gozlemlenmistir [5].

Yiz tamima tabanli 6deme sistemi karakteristik
ozelliklerine gore soyle incelenir; Hareket kolayligi,
zaman kolayligi ve kullanim kolaylig1 avantajlari ile
gelistirilen sistemlerde ayiric1 6zellik olan kolaylik
faktorini karsilar [6]. Yiz tanmima tabanli 6deme
sistemlerinde hizmetten duyulan memnuniyet ve
hizmeti  slrekli  kullanma  istegi  sistemin
giivenilirlik faktorini karsilar [7].  Giivenlik
gelistirilen sistemde 6deme yapilirken finansal ve
kisisel bilgilerin sizdirilmadan gerceklestirilmesi
islemidir [8]. Temassiz 6deme kriteri, fiziksel
herhangi bir etkilesim olmaksizin 6deme isleminin
gerceklestirilmesidir.

Bizim c¢aligmamizin amact yukaridaki g¢alismalarda
sozli gecen yiliz tanima tabanli 6deme sisteminin
tlkemizde toplu tasimalarda kullanimimi saglamak
icin gerekli sistemi gelistirmektir. Gelistirdigimiz
uygulama sistem gereksinimleri baz alinarak
degerlendirme islemi gerceklestirilecek.
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3 Metot

Bu boliimde ¢alismamizin genel mimari yapisi
aciklanmistir . Sekil 1’de sistemimizin ilk
adimdan son adima kadar nasil ¢alistif1 genel
bir yap1 ile verilmistir .Adimlar su sekilde
aciklanmistir;

1. Yolcu gitmek istedigi  gilizergah

dogrultusunda ulasim aracinabiner.
2. Otobiiste bulunan yiiz tanima sistemi

kameralar araciigi ile yolcularin
ylzini tarar . Alinan veriler
gelistirdigimiz algoritmalar

kullanilarak kategorize edilir.

3. Kisilerin yiiz verileri gelistirdigimiz
sistemin veri tabaninda saklanir. Veri
tabaninda bulunan ve yolcu yiiz profili
ile eslesen  kisi kaydi bulunup
halihazirda elde edilen giincel veriler
ile glincelleme yapilir.

Bu veriler;

e Kisinin Onceki bakiyesinden
hizmetten yararlandigi
takdirde bakiye diisiirme.

® Kisinin yeni kullanmis oldugu
rotay1 veri olarak kaydetme.
Kisinin istenildigi takdirde
gilincel konum bilgisini zaman
destekli kaydetme.

Kisinin yeni yuz verisi
veritabaninda halihazirda
bulunan yiiz verisi eskimis
olmasi veya dogruluk oranini
arttirmak icin yeni yiiz verisi

filtre  kullanilmasi icin
veritabanina eklenecek veya
giincellenecek.
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4.Python araciligi ile iglenen verilerin SQL
veritabaninda glincellenmesi
sa@lanarak son kullanici (yolcu )igin
Web sayfasinda bulunan yolcunun
kendi profiline yansitilir . Bu bilgiler
arasinda;

e Yolcunun bulundugu rota

e Eger Ulasim aracini hali
hazirda  kullaniyorsa ,
ulasim aracinin rotasini

e Yolcunun mevcut bakiyesini

e Yolcunun gecmiste
bulundugu rotalari

e - Yolcunun rolii (6grenci
, yasly, cocuk, vb)

bilgiler icerir ve bu bilgiler Web kullanic

arayliziinde gosterilir.
5. lIslenen veriler ile ulasim aracinin

anlik durumu, rota, ulasim ticreti gibi
bilgileri gorsellestirerek

yolcuya sunulmak tlizere web uygulama ve
mobil uygulamaya gonderilir.

6. Mobil uygulamayi kullanan kisi
kendisi ulasim araci ve glizergah
hakkindaki  bilgiler kullaniciya
sunulur.
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4 Beklenen Sonug

Gelistirilmekte olan CAFTSY odeme sistemi
tamamlandiginda beklenen sonuglar soyledir;

e Gelistirilen sistem kullanomi kolay ve
glivenilir olmal

e Toplu tasim aaraglarini kullanan Kisilerin
sistemin kullanimi ile ilgili diisiinceleri
toplanarak, sistemin kullanicilar
tarafindan benimsenirligi test edilecektir.

e Kullanicillarin gizlilik ve mahremiyetleri
korunmalidir

Limitasyon:

Sistem hentiz gelistirilme asamasinda oldugu i¢in
herhangi bir sonuc elde edilememistir.
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